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Overview

To better meet the obligations of digital cinema support contracts, remote monitoring of
customer projection systems is vital.

Remote monitoring enables Sony Professional Services (SPS) to maintain near real-time
awareness of the health of installed systems without having to be persistently connected
to customers’ networks. Issues are immediately forwarded from the field to the
centralized information system and then e-mailed and/or paged to on-call engineers.

Engineers can review past issues and current and historic operating conditions via the
centralized information system to do preliminary analysis without having to remotely
access customer systems.

Maintenance schedules for all customers and sites can also be centrally defined resulting
in consistent ticket generation for regularly scheduled tasks.

Reports of maintenance required can be automatically forwarded to appropriate Sony
support personnel while reports of maintenance completed and other contractually
obligated information can be automatically issued to customer representatives.

Objectives
The remote monitoring system should:

Be able to monitor a variety of equipment types and versions.

Be easily configurable for a variety of installations and customer requirements.

Avoid pre-installation of software on the target systems (i.e. no SMS agent).

Be remotely supportable with minimal effort (i.e. automatic upgrades).

Be customizable to present intuitive information matching end-user needs.

Be scalable with the ability to consolidate information from multiple sites.

Notify support personnel of significant events with minimal delay while avoiding

excessive or redundant notifications.

Enable support personnel to record work performed.

e Maintain a history of events and work performed for issue analysis.

e Provide access to current and historic system parameter values to support trend
analysis.

e Integrate with the existing SPS application infrastructure.



Architecture

The SPS digital cinema remote monitoring solution builds upon the success of Sony
Device Monitor (DM) and the SPS NOC Information System (NIS) while adding
monitoring capabilities specific to digital cinema systems via the new SMS Monitor
agent.

The hierarchical relationship between the applications that make up the monitoring
system is illustrated below.
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Figure 1 Remote Monitoring Architecture

The in-theater SMS Monitor collects projector information and forwards it to the in-
theater Device Monitor (usually hosted on the same server). The central office Device
Monitor consolidates information from each in-theater Device Monitor and provides the
customer a corporate-wide view of all available information.

Each in-theater Device Monitor e-mails hourly system summary reports and immediate
exception notifications to the NOC Information System via a customer’s mail server.
This eliminates the central Device Monitor as a single point of failure.

The NOC Information System consolidates all customer data, generates tickets and
notifies Sony support personnel via e-mail and pager. Support personnel actions are
logged within NIS. NIS e-mails reports both internally and to customer representatives.



SMS Monitor

Sony SMS Monitor collects operating information regarding each component within a
projector via the SMS. This information is consolidated and forwarded to the Device
Monitor server. The frequency at which each projector is polled and information is
forwarded is configurable from once every five seconds up to once every five minutes.

SONY SMS Monitor

SMS Monitor 1.0 Messages

5 seconds 02126 07:26; SMS 10; RAID information is incomplete in the DIA. Missing
adrmin admin maint manLfacturer, model, serial number.

ps

root root

froot/ gnome-desktop

Device Monitor 02426 07-20: SM3 04: ME serial number is "1019" but DIA reports it as "asd"

02/26 07:20: SMS 04: WMB model is "LMT-200" but DIA reports it as "as"
7000 02426 07:20. SMS 04: PRJ serial number is "408" but DIA reports it as "ads"
02/26 07.20: SMS 04: PRJ model is "SRA-R220" but DIA reports it as "asd"
SMS's IOQ!QS 07:20: SMS 04: SMS information is incomplete in the DIA. Missing
~ImanLfacturer, model, serial number.

02426 07:21: SMS 10: MB serial number is "10006" but DIA reports it as "100006"

Screen Host

04 172.16.1.61

05 172.16.1.95

07 i 172.16.1.99 Y 3 ;

L B 02/26 07:20: SMS 07: Error response received for URL /contentfkdm/infolist: Error

09 L 17218175 | Executing Command: Media Block internal network arror. (301)

10 172.16.1.79

11 172.16.1 B

02426 07:20: SMS 11: PRJ serial numberis "100081" but DIA reports it as "™
02/26 07:20: SMS 11: PRJ model is "SRA-R220" but DIA reports it as ™
02426 07.20: SMS 11: MB serial number is "11028" but DIA reports it as "
02/26 07:20: SMS 11 MB model is "LMT-200" but DIA reports itas ™

02426 07:20: SMS 11: SMS information is incomplete in the DIA. Missing
manufacturer, model, serial number
02/26 07.20: SMS 08: PRJ serial number is "219" but DIA reports it as ™

Figure 2 SMS Monitor Home Page

The SMS Monitor utilizes the built-in SMS API to retrieve operating information and
show and importation status. It also generates a DCP and a KDM document that
highlights incomplete DCPs and expired KDMs. A link to these documents is included
in any exception messages generated.

In addition to the SMS API, the SMS Monitor also utilizes the SMS-hosted Device
Inventory Application (DIA) to retrieve model, manufacturer and serial number
information for the projection system components (i.e. SMS, MB, Projector, UPS). In
those cases where this information is available via the SMS API, SMS Monitor verifies
that the information agrees and issues warning messages if it doesn’t. Any other
information missing is also annunciated via warning messages.

Lastly, the SMS Monitor uses secure shell (SSH) sessions to the SMS to retrieve SMS
operating information not available via the SMS API (i.e. CPU, memory and disk
utilization, Network Time Protocol offset, etc...) and to query internal components via
other means such as SNMP.

SMS Monitor does not perform any range checks of the operating parameters as this is
left to Device Monitor to handle via thresholds. However, it will check for invalid DCPs
and expiring KDMs and will issue messages accordingly.



All uncleared exceptions transmitted by SMS Monitor to Device Monitor are retained
internally (unless restarted). Should the exception be resolved (i.e. over-temperature
corrected), SMS Monitor will re-transmit the original message with a cleared status
enabling Device Monitor to automatically clear its corresponding message.

Information collected and forwarded includes:

Component model, manufacturer and serial number

Firmware and software versions

Current state (on, off, importing, etc...)

Reading values such as lamp power, lamp hours, storage utilization, disk
utilization, CPU utilization, memory utilization, network time protocol offset,
hard drive read and write times, number of open network connections

e DCP list and notification of unsuccessfully ingested material

e KDM list and notification of expiring keys

e Exceptions such as failures with power supplies, fans, disks, temperature,
enclosure security, real-time clock battery, audio, video, subtitles, fingerprints



Sony Device Monitor

Sony Device Monitor receives the information transmitted by the SMS Monitor over a
network connection and retains it in an internal database. With its hierarchical capability,
a central Device Monitor can consolidate information from all in-theater Device Monitors
thereby providing customers with a corporate-wide view of their in-theater systems.

In addition to any exception messages received, Device Monitor uses thresholds to gauge
system health (i.e. DCP storage utilization > 95%). All applicable thresholds are
displayed in each machine’s details page.

Maintenance performed by field engineers can be logged within Device Monitor. These
become part of the machine’s permanent history.

All machine information, including maintenance performed, is transmitted back to the
SPS NOC Information System hourly via e-mail. Exception messages are transmitted
when they occur. Each in-theater Device Monitor independently sends reports thus
eliminating the central Device Monitor as a single point of failure.

Device Monitor is capable of presenting information in a variety of formats including
graphical views and customizable views.

Screen Summary View
One example of a custom view is the screen summary (nine screens per page) below.

Auditorium 01 No SMS Data|Auditorium 02 No SMS Data|Auditorium 03 No SMS Data
State: Offline F %o Dffline State: Offline F %o Dffline State: Offline F %o Offline
Title: Title: Title:

Duration: Remaining: % ! Duration: Remaining: % ! Duration: Remaining: %

No 5MS Data|Auditorium 05
State: COMPLETED  F2 68% 1597 9.9k LAMP OFF State: STOPPED F7 63% 146 4.2k LAMP OFF State: NO COMM F % NO COMM

Title:

Duration: --i--i-- REMmaining: --i--i-- 94 Duration: Remaining: %

UPS OFFLIME

Auditorium 07 172.16.1.99 | Auditorium 08 No SMS Data
State: COMPLETED F1 50% 23 4.2k ON State: Offline F % Dffline State: COMPLETED F1 50% 31 4.2k LAMP OFF
Title: Title: Title:
Rermaining: --:- % 39 Duration: Remaining: % / RS Rernaining: --;--:-

Mormal

HEIN

Figure 3 Screen Summary View




Each screen is displayed in an individual cell as illustrated below.

Auditorium 05 Mo SMS Data

State: STOPPED F7 63%% 146 4.2k LAMP OFF
:Miami Vice 185 LtRt

Duration: 00:01:04  Remaining: 00:01:04 41% .84

Mormal

Figure 4 Screen Cell

A screen cell presents the following information.

The auditorium name EIEAEsTg NIy NN

The color is indicative of the health of the projection system.

SMS IP address (or “No SMS Data” if unknown) Exlelb=ig =3 BF} ]
Media block (show) status ELEI=HE LRI SN

Projector preset function

Lamp power setting

Lamp hours

Lamp maximum wattage

Projector status

Show title or currently transferring title BEN(ER (TN TR T k= W0 KA Y

If a test pattern is on, its name will be displayed with a yellow background
(i.e. Im&lest Pattern Green-1

Show duration IEEEICc AN HAE

Show time remaining A= HUTHEN
DCP storage utilization

Color will change if thresholds exceeded.
DCP count -

A red color indicates failed DCPs. Clicking on this value will display the list of
DCPs in the media block.

CPL count
Clicking on this value will display the list of KDMs in the media block.




e Most severe exception [Falled ta maunt /it fusbdep
If no exceptions exist, then Offlire] will be displayed if any components are off-

line. Otherwise, ‘NBEFAEl will be displayed.
e Power, lamp, fan, temperature and alert status

If any exception exist, the appropriate icon will be illuminated with a background
color corresponding to the most severe message. Clicking on an illuminated icon
will display the machine details page of the system that logged the message.

During DCP importations, the show duration and remaining time, DCP storage utilization,
DCP count and CPL count information are replaced with a transfer progress bar.

172.16.1.99

State: IMPORTING F2 50% 45 4.2k STANDBY

Title: SONY_SpiderMan_Trailer

30%o

E4LIEINN

Figure 5 Screen Cell during DCP Importations

Guest Services Summary View
A second example of a custom view is the Guest Services view.

House SPL Title Status Time Remaining
[ ]
05 Miami Vice 185 LtRt STOPPED 00:01:04
06 NO COMM
07 Encrypt IMPORTING 100%

Figure 6 Guest Services View

Each screen is displayed as a single row in the view. The screen (house) number,
currently playing (or importing) title (or test pattern name), the show status and time
remaining (or transfer progress) are listed.



If an unclear message exists for any component within a screen’s projection system, the
row color will reflect the severity of the message and the screen number can be clicked
on to display the machine details page of the system that logged the message.

Consolidated View

The central Device Monitor presents a consolidated view of all of the in-theater systems.
Each site’s information can be viewed without having to remotely access its Device
Monitor server. This enables customers to create an operation center in which their entire
organization can be monitored.

Centralizing the available information also enables customers to define their own
operating thresholds and responses to exceptions. Error messages cleared on the central
Device Monitor will clear the message on the in-theater Device Monitor and vice-versa.

A top-level view can be created using any image file background with each theater
overlaid on the image appropriately. Below is an example of a geographical map of the
United States (and some of Canada and Mexico) on which are placed links to individual
theater views.
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Figure 7 Country View

Where multiple sites exist in close proximity, a link to a view of a smaller geographical
region can be included. In the example above, clicking on [Ez=#ngeies] will display the Los
Angeles city view below.
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Figure 8 City View

Again, links to each theater are placed in the appropriate locations on the map. Clicking
on any one of the theater names (i.e. {etenBoral) will display the theater view. This view is
automatically maintained by the central Device Monitor.

Date  DevicePot  Machine  Wessage  Cleared
||

0225109 03:16 CST GLENDORA PRJ 03 |SRX-R220 sin 100214 PS Air Filter = WARNING Y |
|02r25m9 03:15 CST|GLENDORA PRJ 02 |SRX-R220 sin 100220 |PS AlrFilter = WARNINGE

Figure 9 Theater View

Clicking on any one of the screens (i.e. BLENDERATSEREENDT) will display the auditorium
view, which includes the components that make up that auditorium’s projection system.
Again, this view is automatically maintained by the central Device Monitor.

GLENDORASHSOI  GLENDORAMBGI  GLENDORAPRIN  GloiDomawsol

Dste  DovcePol  Machine  Wesssgs | Cleared
| |

Figure 10 Auditorium View



Clicking on any one of the system names (i.e. erenoorameo1) will display the machine’s
details page.

The background color of a view’s label is indicative of the most severe unclear message
that exists on any system within that view’s scope. Similarly, the messages listed are
limited to those originating from any system within the scope of that view.

Machine Details Page

The machine details page shows all available information for a given system including
the model, serial number, location, status and any uncleared messages. Also displayed
are all parameter values along with any thresholds that apply to those values.

Machine LMT-200 s/n 1019

| Machine Device Readings Setups Maints. Messages

Model: LMT-200 { SONY
Serial Number: 1019
Location: SONY DC LAB (views: 01-09, Guest Services)
Owner:
Last Audited: 02/26/2009 10:44-31 EST
Device Port: MB 04

Status: GOMPLETED!

Health:

{clearall)
Last Comm.: 02/26/2009 10:44:31 EST

Current Readings/Components
CPL COUNT: 58
DCP COUNT: 45
DCP FAILURES: 8
KDM COUNT: @
KDM EXPIRED: @
TRANSFER PROGRESS: 0%

USAGE HOURS: 26 HOURS

COMPONENT: FIRMWARE
VERSION: 1.20Eeta

SHOW:
REMAINING: ———
DURATION: -

STORAGE: DCF

UTILIZATION: 53% fhresholds: B8
>90

Figure 11 Machine Details Page

STORAGE: DCF

UTILIZATION: B3'% ihresholds: BB
=90

Figure 12 Parameter Value and Its Thresholds

All parameter values are offered as links to chart their historic values. For example,
clicking on the DCP storage utilization value will display the history of all storage
utilizations for that system as below.



STORAGE UTILIZATION for LMT-200 s/n 1019 (MB 04) Since 3 Days Ago

Fa o T o a o -
Machine Device Readings Setups Maints. Messages

Figure 13 Parameter Chart

The chart’s date ranﬁe ma‘ be increased or decreased by clicking on one of the range
modifier links.

The grouping of individual data sets may altered by clicking on one of the
‘Group by machine, component, instance, none |inks,




Logging Maintenance Performed

Within Device Monitor, field engineers can log maintenance performed on systems. The
link to log maintenance is included in the machine details page.

Maintenance Edit Form

SRH-R220/ SONY sin 100081 (PR 1) (new record)

GUEST. GLEST
HEINZ, KARL

GENERAL MACHINE CLEANING

a0

I Submit Data I Reset

Figure 14 Maintenance Form

Within the form, the type of maintenance performed may be selected in addition to the

person or personnel who performed the maintenance. A verbose narrative may be
entered as well.

The current machine parameter values are included with the maintenance record.

Once logged, the information is transmitted to the SPS NOC Information System.



SPS NOC Information System

The NOC Information System consolidates all received information providing SPS with a
single information system within which all monitored customer data can be viewed. It
can automatically generate tickets as a result of events received and can forward
notifications of open tickets to on-call support personnel.

With all customer data centralized, the NOC Information System can be configured to
check for specific parameter values and schedule required maintenance accordingly.

Support personnel can document work performed and manage tickets within the system.
Since the NOC Information System contains all of the Device Monitor data, personnel
can review past events and tickets and graph historic system parameter values without
having to remotely connect to the Device Monitor system.

Maintenance logged via an in-theater Sony Device Monitor will also close any open NIS
ticket for that system matching the maintenance type performed.
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